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THELAS, BUEAEL— AL T st B L )X 2 e RS, BURY;
WX REEF ) “BRETHL” - e MEMKTE, R UE EmEEE O
ZSCILTRE, WLAFEEE A “APP” —#F, DUKYI AR 2 BRI R fih 2 € g
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T B b EE AT BTG F5) 5 RIK P 2 — DG4, MRS SAES L2
f,  PAR G2 HAE 2 A ——— A E B 2 (key—value database) .

LUK — A e fa e GREM—SrFEE R, Iafhmait
2D A BRI TS MUK MR, DA R TS B
“HR” B A4, A AN RGE NHE, AL B OREE T, B
XEBHLTIUID o IR DI RER EOA B AR R A 1,
ERR T AR AR LR T B, IR . R DRSO IE R
—AEAE, NPT LKA XA RIS

IO 5 M

BT 5 AR B (R AR T AR
BEIEEH NG L B O .

RO AR (AN TR, RS, 37— BRI A (8D
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AN UL, ARAT LUK LI AR AR (RS BN — 2R “ BT R,
e VR H S A ERIRK AL A 8], I RE BRI — M HAl & 4
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X ik
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oA AR AR Y (FELERy TR, A2 5l N e ok B 10 S B AT —
ANAZG “EHI , AR BREEAX R o HLOKYG . Ry ATER
P AR, A FEX 7 TAR A BB AT Ok B2 — R .
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TRE T2 A R X HVEEIRAS IR AT RE S #8 0 BEAT RS T EELRE T A, — AN X 3R
LR AEAL A AE 5 16 Merkle BEEIARISZAE (root hash) , ZELLAD 4G — X
PRAE T A “REBR” (state root) , SEi FRARE T HAYFRS UK
FIRE, AT, AREDRGEAE) (0B H 7 n A B (R AR i A 4L
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prevhash
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| state root
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B, T P A7 S TR R AEE D 178233 (LSt MAT A% 2 7 ), Bt il LG SR I
LR “SE AT R R A 337 ——1XJE (Merkle) HZE R I HAE
DX HRAL IR — R A A E, 808 T BRIRRIBIRSEE R, Mm% wma LLE &
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WAE, ERAEEMNHZ Y ELH IR ORI AT R 7, W
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® T XHBEM SR G LA RATAE AL S (W0 Clearmatics) s
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BRI LA A RS S A BERCR T BERIERAE “ 7 sei B —ME—E
FEIE b CLZe Kt B K7l 3577 b B BT — A 2w A R I v - P
70, ANSE R, XA 25 A AR AR S AE 24 AT BOR KT IR B AR 1 0%
IR AR E P A B S HAL A R 5 A AT IR S (WA,
PATAZ 55D il Fs BN BB H LR TR X KA 5 R, Il ik 1
W2 (BRI DL R IESR o (] X HBE AU, 2R “ il ” 1yl “ Brf 42
Ha) 7 HERE T BLORAF N R —— IR AR E BRI 2 5 07 347 & IR BUSON R 4
NEVIE S, EANT VORI S AR W B A M R R A A . [, il
SRR E TR AR, 4G E T IR ) I 48 2N AT vy J5E 1) EL AR A PR PR B A
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FEANTG R B R PSRl S EAT G580 A2 W] DL X AME S5 A2 4 B R
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O A X HREE AR B 22 A AL Ty AT AL S+ LGRS B A %
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EATH S PIE D, MRATIE 2 2 R E AT ROl 55 —— 8o, AL
RIBHEK o

FERA BRI 5, A RO A B [, BOAR AR RESE A A
RER BT L T TR X IR E R o A, 302 T R SEILFEFIREE B “FAA
BEEE ) BCCAFRESAERE TS XK. IECEH L
B BT AL Gy X MR B2 T, B HE TierNolan FIESHE B4 WM, BLJ
Interledger L KATH —LER: SR, LUK S0 58 B ootk s, SR 4A)
e B0 FH AR R 7 ML, b A DX R 1 g — A X B ¥ P 25 B AT R (A
an, BTCrelay s LUAF mAI LLRYI 2 [HIIHE) , KR Bk 2 a5 — s
B omitE =, LSRR AT DA 2 A X TT /R . 7 I — M LR oK
IREPE, JUTERIH I UK 2. 0 AR 28R n] DLEE S R 0A X 26 H AR 451X AN
REAE A B ANy, T AR 5 (1 D e sk 2 52 BRAE B e 29 AR SR ) W E B A% |
BT YRRIXHEE” A1 R BEXHURE” 2 R L R 5 2 P, X
R PR PUER .

NN E PUE XCRBE R ATAT RO SRS, B IR AR T & . DARYS
RigFhb R T gmfett, Rigte, RV, Bk, ULES MR ME 2R A —F
5, FATOAERRK 1L N AN K AT BE 58 22 70 il 28T R 8 AT B IR 7R A A FE 1Y
Rtk o SR 2 =] AV 55 7 AR P BRSO R 5 28 KYC CT RN )
WAE EIC PR ECHABREN, A B AERT DA — DM MAL R 2 AT H6 2, JF
A ULB S EERARZN RGN EL . £ DB AT DR T TR S A w] L,
PRAy BB ety B ACAE X BBt b, o HoAy B — IR, B 2 51% 198 ik
R A RESG AR IR, XA ARIE AL T PAAEAS e 3 B Al 2 B2 4 1) Al 1 70 3
A LSEBLZAN H

EUP A 52 o 20 S A TR T P 80 IS PR A5 AR B A AR 5 22 b A A A
AY, ATCLPRE MR LA 1 5 R B S N RS, IR a2, SR
B, LA R TS, IR R 5 X L Th Rt il LU 5 s n B2
PR3 AR I FRANG 2 GRS IR “ARORGRAE” , HEBHY RANEF M2 NE
T —— R ] DL A TR LK (g 22 Sk i, dn SR ARoxt &5 it
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BN G BARKISHNERE, Xb—Luhn i iai KB EHEN, m A
AP T2 2] Lamport 22X AU, AT LAAIE BLES, To 75 55 A A DXCERBE (¥ 7
WHIREAL .

BRI PR, A NNy “ AR BEF] — R ey s TR 5 5E il — IR SS, BiAs
MR RN TR T, B R IEA N LA (138 1 B St PO 2R 2 53X
R T REE IR R AL | — FPE s 7 Bl BAR (T 2B AT BAR 2047, JF 5L
ARG WPRFEREAT X L 5 Ji T A8 RURE 2 AR 43R ORI BUR D7 B 28 B 2B AT PRI I8

AR FF 5 B £k B R 22

LK Y5 1 H 24 i UG AR A ARRs = 4E F i A 35 T i g :

® \letropolis:Mist WIBEERHIAAN, TIHFE 2016 4F B2 RERKK ;

® Serenity ( “PLRYS 1.57) : KAGXELEEN PoS IEAUIERH (Casper) FRA,
I L UK S B4R (ETPs) 101 AT 105, X iH-RITE 2017 SRR 528 .
® \VebAssembly KA ( “LLAYF 1.757 ) :EIRMEIINL. Tit7E 2017 4E

FIR

® LIUKY;2.0 GHiRA4) « HIZA P RIEIRTIARA . HUILE 2017 1R
SASEBL

® LUKY;3.0 (HMiRdns) « “BCAMRMIN” /I3 etbicA, Wik 2018
RIS

IR AR T ORI BT R S R
g7ac oy

CLIORYT) AF N —AMERVE B R R B R 52 RSP ge ikt
Gt EARMIRENA K 0. 3 KA LR M N _EAERES, R )e M b s — 12 5%
L ZAE H CAM LA LIS 1T X BURY, XS ik — e B i) 5 241k
MRV RE . B5a, HAR—L 7 G i RPN TIRE, XAHE 1 Flash Al
Javascript——"EMIEH ML “HE 55 rh X Ul 7, PGk s DU K&
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RIE AR, LEHC T LTS, SR S 5EAL. itz
Gb, EAHEARS YR (D.D.0.S. ) —— i ML 23047 To BRAGFR 1 AXAD .

M RIZ PR, DORYTIH SIN T ARG . 55, LUK R ALY
DR R TR AN SZ BRI, 2 BT DA A S 4 — > 2 (0 R DA Lt AN P
Java XFEHA RIEMHBL, =08 17 SKBUBMNLN 2 et 5 R G5k
EARBIA A7 B S R G B AR AUS (Op Codes) ££ EVM BUK T HE AL
BT RS R RAFAEN); SRS, ME—(FAEM “ RS BB Bip AR
HURY; IR B UM RMBHT HA . RAUNLNAE, Mk, fAEsE, AR
P UL K X B A5 S (AR a8 o

AR5 REAUMILIR R 22 st 75 S AR R 1, AN AT — ANy JIT 23 138 (10 K41
FLEZBIT AR HIK 7o LRITREINL CBAR BURDT U Al i) 2K 6
ANSEMRRA 1, e 1 50000 AT, B DR 58 56 K A AN A € 1k
MPATEE R . " Go i F . C++AI Python 1 5 1 SE A AEFRATTIK) 22 42 B T AL
Deja Vu BN, QLT VIR ZevEd . £ UK A A A LA H i
A B, RIS U F BB RN 2 e VEiRE, AN R A R 2 KR 2
&1 FEARSATSCHI A, LRI MZ—BAEIE W4T, TRCAH KT
B2 VR

T RGBTl B R 7 SR e SR o A B, AT B R e & g A i &5
AR EHE SRR “AFHLIR R 1K, RIS AT BETRSE A i 45 18RRI AR 45 2 IR SN
B M T R G2 MBUEHLIA . Hf— Mt &% h 2558 (Collats
Conjecture) o fRBCHUITHIREF:

def collatz(n):
while n > 1:
ifn%2:
n=n*3+1
else:
n=n/2

IR, IRIRE AR A R BT R, R EFFRA XTI,
AL BAVFFAREUEIX — s A EIRE DS B 1 L FATHE AT LUIEH
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AR, EIAENTC L2 1 BRI AE T, dikaedks]
AN — Al 5. B, XAk 7 MEE—— Bl E T U a2,
B A SIRVE R IRIEAD, RR R G L B RIS, ik
RGHEs

PRI iffpRax A o) M 22 VR (Gas) + AT 5 IR IR 3 58 S AT ALAR
WIE AT Fr s R S EL IR e IS AT AR R B B AR T e AESERR T, AN
HIER AR AR 7R EAE R A F Y Gas HUE, REEAE R AIARHEA DR EE T AT B — Fhi
VLR 5 B S ), BB AN 4™ fifi A DL NAFRE SR SR B B 3, Tl
Gas AR Z— MM T gtz D HibriE, AdEATHID B K “Gas=115
AR W, IXKERAE Gas FIFEHA LB T,

HEPATZ SR “Gas” PR T, Wl 7 H VST AL
Pt BTG, IAZ 5 AT A elR, B2 5 R IR (REAEERT) |
AL WEREEATANLIN 2% 5 DRI, 52 5 ) 33 A 254 T P b SR s 2 [ kAT
W : BEE R Gas IRA, XATRES ST RINAC S 9% BB E — MUK
[¥] Gas PR, XFEATRES B — D ENR A S w7 B DL — 4> B ey ) PR A
HRRE M T EE GFEE: T TEAREENN MR A5 thn] Mk
H Gas [IRAL LA geil—ME2 5 HME QAT B, mEHHLHEMEL
RTHHIHEFE B QRS2 R Gas* TS 7. IXAMHLH DL g i 252 Andrew
Miller S HAR N A 1, HAGEZIXAHLE A5 AE SEELR I AL iR - K,
H AL Br 107 3o BB B RE 77, AN A RE L0 2 S b L i mT REAS 2 — A
I

S = A 2 A ) R AR 1 2 TR R I H ke 5 R B AR — N e
2y, FHEETR ARG, FEWR 10 £, mHE#E 3 H 30
H B & kI 1100 32 J6H D) 23 [ /RS2 AT 20 6 J0——F WAl A1TE 1% A2 HIWe 2
PR —ANEY, AT BN N uIRE 2, WP el BLHAY . Bebs
SEIRAE 5y » RAAT HNE XA G LA BE LR & S5 A MR 1 S5 112 — A
SEUF I 1) R, AR BEIXAN B IR R KA B, A AT T a0 i i ) O H R
FPARRE A IR, LR SRR B RN G 2 e 2
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EIREIPIAS ] B ——RE e AR AR e 53 B —— A ST ) [, 1 i R )
A AN, (B 2 [ALIE R 3 A R DA B T A S0t L T A
J7%s PR AT S R R R TT 5o B R T SRAE IR ERESR AL
AT, AL REEGIOMERE, PUREARM T R T H o i X 48 ) 7t
MRR S T RA AR 55—, ERURITE, FATHIRLUR P 1 X,
B SEFHRE PP A% L (Rt 3 R S A ISR SR 0O LS ST CHTML A1 Javascript
AR 3 o 1 X B K B2 5 1) 7 S A% Dl i) o

Mzke a new escrow
Regst rbiter list
PERISE I BIORSE R S adiiess 0x47e250(8922538a8506b2806! j

Adudicats disputes

Counterparty's address 12h2224050b32090a87280b3cbd
4ai9d7eed9e03s5341 5d37aa96045 Remove

Arbiters OxBedBoesbbbab Ichalce3adTca2idTe | bafador Remove
Add new arbiter 10abAdbb1144fc2816704fabeet Add
Add new arbiter from selection j o

B — AR LG Dapp WA IITEHITH . SR IR AT A LEA
HTE R i “FERR " I I ARG E i e KR 40 TR ?

FATH B bR DA S, 35 BRI A, ot U B, JF A
RN H TR A T S ] R s KRS, W UE R A AT
FATH — AR B s 2R UK YT P At £ Ry P, DUettfiI sz 2k B
VESRAZ 5y ST A5 T, G ol s R AR 3 — A “ RO 1 REDRE i A T e 10
ARG RIBRRENEGAR? 7 I (AR RE R o WA R
I BV S T T A 1], 4 RIS 55 BT G b v AV & 20K
B IRV E S5 Fr 2 N AN F B B AR AL I & 40, I RIS S A5 R H
LIV N N ke
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o AR EAL W] DU AU B R R 130 T, A AR R L, C2f
NHEAT TR BT, SIN T —Fap R EOR W REE 5, T T T S ehix;
RRAE F ALK AT DL = g E B PR K 30 I B 3hB IR AE 7 LU
BRI 5 AL R Cnim (80N £ 7 — NS mAME, B X B A (2 F bk ) o

B R HIR T RS KT 4 ATE I (Formal Verification) [
FR . fai sy, A AIE st 2 A8 F THEURE P B e 20 10 2 T B R %
T HABT SRR (785 o e rh— N8 B R4 32 UE B — AR SR IR R A 1
48— BAS, e AN E RN, IR R — N E R T, R A
FEAN—A “EHE” , Wfor x € I: x € 0; j > 1 => 0[j] > 0li] CHEHZE
FIE, MR “HUFB T 85— NE SN B2 B 00 2 40 70 i A BT, BT DA S
B NS R FEA S 72, FEIER T i R DRSS T L D . B
IR B 2> b BEX ARG, F3E H 1 BT B XA € B BCAIE R, BUBGT Ab
L (FEH R 305G T A AT BE 25X AE) . Aesthetic Integration /A w] )
Imandra j'= i $L 22 0] DL E 24K 185 300 S 1

BUE, DARYI IS RmFEE S Solidity (i3] LAY bytecode) HIE
FHF R Christian Reitwiessner IEZEX B AR 51 % Why3 B4 ) Solidity
B, kAP RTEATE Solidity 21 HLHAE N R0 mUE RIIESE, JRTE
G 1P IR G AT 5000E s 188 — AN H 7844 1mandra %845 3| LUK YE RERINLAIAAS B
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= oy Why3 Interactive Proof Session x
File View Tools Help
Context Theories/Goals Status Time Source code Task Edited proof Prover Output
© Unproved goals |- solidity.miw © 33.08 file: solidity/../solidity.miw
All goals Uint256 @ 0.00 22let rec _find internal (state: state) (arg data: array u:
Strategies - = Solidity 3308 23 (uint256)
24 requires { arg data lmﬁt < UInt256.max_uint256 } re
.ICun'pme - VC for _find_internal 32.96 25 requires { “ntl a4l j LB e=ie= 1 < arg_data.l¢
¥Iniine + ¥ split_goal wp 32.96 | 26 ensures { to int mﬂt < UInt256.max _udl -> |
: » o 1. integer overflow 0.02 27 ensures { to int result = UInt256.max uint256 -
& Sp. + . 2. integer overflow 0.01 28 =
Provers R o AB o 0.00 29 let data = ref arg data in
e : 30 1let beg)n = ref arg beg1n in
Alt-Ergo (0.95.2) + . 4, integer overflow 0.00 31 let end = ref arg end in
41 » . 5. integer overflow 0.01 32 1let value = ref arg value in
3240 6. integer overflow 0.01 33 let ret: ref uint256 = ref (afint 8) in
Coq (8.4pl3) 7.i rﬂ 0'01 34 1let len: ref uint256 = ref of f int B) in
 B@Ean Serabnrisy 01 1135 1let mid: ref uint256 = ref (of 4nt B) in
(44.3) » . 8. postcondition 001 36 let v: ref uint256 = ref [(Bf int B) in
Tools + . 9, postcondition 0.02 g; :ry
/Edit + = 10. integer overflow 0.01 egin
— v @11 e:invarian[ 001 o9 len := NSNS
DReplay - typ : 40 if ((! len = (of int an || (((!_len = (of_int 1)) &
= + o 12. index in array bounds 0.01 a1 begin
Vi

13. integer overflow 0.01 42 begin _ret := (of_int 1157920892373161954235709850(

aClean + = 14, postcondition 002 B end:
Proof monitoring » ./ 15. postcondition 0.02 :g :11?_'&{;.‘, g IM‘:' E;;'ﬁf R
Waiting: 0 + ./ 16. integer overflow 0.01 46 if (! value < ! v) then
Scheduled: 0

0.02 47 begin ret := (_find internal StateUnused ! data ! b

17. division by zero

;l::ei::::t i oo :g Tf.st' value > ! v) then
19. integer overflow 0.20 50 begin ret := ( find internal StateUnused ! data (! 1
» o 20. type invariant 0.02 51 else

0.48 52 begin ret := ! mid; raise Ret end

269 |[[93 end;

0.02 54 raise Ret

g 55 with Ret -> (! ret)

0.02 S6end

0.03 57let rec find (state: state) (arg data: array uint256) (i

Losd b e

21. index in array bounds
22. variant decrease
23, type invariant
24. precondition
» . 25, precondition

0000000000000 O0CODOD0OCDODODCODOODODOODDODDO

T why3 712358 Solidity HIJEZCHE Ul ]

TERAGUE & — TR KR Ak, EIEMR IO — A . L
HiE, AIREEIRATH CASANFITE NMAZEE AR . NN AP AESIPER & UAEE
Fe AR AR, T AT R B R A AR A R DA ) . TSI B (PR
H: Order Book, RHREZZ5) 518 W SEL R S0) 10 75 24 — LA alif) 1k
AP CORZEANTIE LA P B A 43 2R 75 ZERI AR T, EA RGETARIRIE S 1R,
I A AR Ch TR IE front-running, BPATIEFIEERTAC 2 8360 , #HiRE:
— AL MR AR S AN T8I B, DLUACHAR S, A2, JA19F

AN e fa] B UK BT AT BB DR F 4 R, IV DR IRAT TR AR AT 18 e ) S 0. T
FEER, MNPAPRUEFEA A REHATRAE SRR —IER G , A
T XAE AR 8 S BB B ATBAT BG i B B 82, AR #EAT s B A
AR
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REEE N

BRI BLIZ 5 R AR AR B~ BE A BERRAS,  BE (] — N3k T
EVM CBLURDIREABLGIEE) IR SE, BRI AN RS LAE DL 5E 5% 1 E VAN 22 41k
R A R B AN, XA B ARRS 20 KA 1 B AR R .
ik T EW RS, A€ REURYS, MR EVWX A UL S| Z1 it
REBE RN 2 5 A M R A Sl ok, IInAE X REEROR I R 58, BREAHE 9K
TIfe) o AARRUL, BRT EW 24, it FAh B A EMPLE B E T
Gas TR IXAMER, 1K AMHLES UR 19 B ARZ 2010 (1) 8 G JE PRG3R I
i, (1) 38 S A RE L 4 S B ) B & AN E MR RAT e A — SR BE A S 1) L
I, JEA—EEZH IR M LS Gas (i HAL R I 240M) « ARAT LAE =% H]
JIEE “Gas BRI ¢, A RRIE S RS A A I B “CPU I TR 7 —HF, R
) DA B ESR T 1A 2 A — A4 E I K IR CndE 22 5 1) gas
ERRAZ 100 730, G XAERMEA AR S BRI Moy, At g2
17100 73 Gas SRVFHAT IR HL IR SRR G KMNILHEL) .

A, By 7N 2 e AR A HAh & 225 B F G UKD T &
b, APEES - AEREG LT I, W2 E MATTTE N (R 7 2 DA ATTAR 5
FIPAT T A EBAT FEE: i, N EEETE 2R ER G, )
WATE 2 B QR P RIS X N RE S 2 )5, RN ERES A H R RS HE
WA BB RN 25 70 BEat ) o IXERBER — MRt VA H R &, BAA
—E AN, BT RAAEE X IR B, i S EAMRNZ EE R
IS, P haesE AU I 2 AT, A s Z R A AR TR AR
BAT ARSI, XRBEABENE (W] 2% Underhanded Contest, Xf&
—APTER CRE C R RERT , LIME Lk CUR B, MRS BT
Fe, LI B — e 7 B A AR o« BATHER P EIRRIB AL RIEROAR,
FEARAT] 5 A B3 13 FE H 3E4T B SR S6AIE, £ S RlAT ML i FE B B, 98 R
ZeBF M R BOR,  X PRI BRI REZARA 1
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e

RO ) B NATTR DUREG P & 1 L2 & — o Bk, —2 AAHEIKR
YPGB T, FMATRER BN “AHA#BRef, B A#AKE®E” HIFF. H
LUARFR HIBA (BitShares team) S HCAt A H Sk i) — W sl it K AL 9 PAAT (1
RAG SR 2 LS A ARSI, AHELZ T, EMESCRHE 2 “Fiidnie” A QRS -F
GRS HEE L. Gideon Greenspan (MultiChain “F-& FifJ& A Fl i CEO) tH#RH
T 5 RMER KI5, AEFAT R R RCR R A RS, B LB S7E RS
)4 e A O 1 BUE BUR IX A 10 J o 55 = AN LUK X B B kAT 1) — i
BAETE S, FE02 Merkle WA IEFE, Aok T ADBEWZNE, FILr LS EBk
CLSRESE S R (M H, ERERNS S, RARFEERXANT) .

EVM AR5 AL

s VFRTBAE, BRSO )2 H AT S R 2% (1o X B fie 7 (AR 1 5 —— Lk
R AT, 52— Forth 16 5 @2 2 THER M MAETE 5, © NI
AIKNREIF R, FrrdiRiE, Do RNty 5. KT g%
IR IS FE LEAR Y, ARG S I 2 H QR AR R 2N A,
PRI UTXO BB A 1 “ToIRES” Hkett, (et Mz B gEmA N —E-A
KATREM, RIAE LERS T 2 BRI PAT R — BRA 22K 2 1 R7E CXAME
DUERGL L T AR A8 RIS I e SC s B, ARy T (A o D T A s okt
DXERI/NACIMB 21 2 MB, A IXFE G — MR B K A 7 T RE = B 00
AR TEE) o

PR Y5 JEOR MR 1 5 A B SR LRy AR, B 1A — DRSS FE
RIPRAT RS, 1A EUARS T BIASE R IR 1 o X 256 57 38 A5 10 BR 1l s T gt 2%
T CERRF T AR BLAE AR 28R ISR, 708 1 B ik B AR oy — FHE 26 ik
SIS . e 2 RIS T BN Gas HAENLE], Aid %k
TRRIH EREZIERGR T o 256 Mg — D EcER RS EIR, BOYEHIT
AN SEERIE A AT RAR Y, 17 HL B HAT A2 05 1 BE I 25 A AN 15 th £ in o Sk
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R
(R 256 i) MG F CRZEF R P A& Bk St — 256 AL r% H1E) -
BB A T AN A AR 268 E R EARES Copeodes)

TR i (i P A2 1 SCRF AT SR AR « i f—then 25118 ) DL R AR 3
IRy, X8l B 256 A7 (UL AT BE 2 A7 A — 52 MRCR Rl L, (EARD £ 58
Gy RSR[5 225 4% 00 S IFE B, IR BE R0 (] jUA 2 7] A BB AN T (X A
BILRF WA « ERZHEMREIT, CUN KRR BN X — AT
06 75 AL PR — T MRRAL SRR AE SR AT, IS AT SE PR 1 R AU LACAS R =5
SETR] AL B S E R) AR EAR AL, DRI, RRPADY “ 7 RAE A A
1T “5EB” MRER ZIAMEAE ERIRAZ R AR, IR B IR: NVE
REABLIIVERE AT, I [EDRUSIUAE T A A e, AN AE T AR 28 i f-then
FAFEA]

R HIRER

A, ALl e R AR AR BB BRI . SR R
PRSI BRI . 20T, B MIRS KSR U Merkle S EAT L
IS, Xk 5-20 R PP oL, madi AU B 7 5 S #dE, BLK
HARERE R SN AR RRE, Merkle B AR5 7 i R A0 1 SR 15t A2
P E A B Oy, A EAE RS BRI A AL B U BT O L T AL,
Merkle B AR SCHRATXT R I FEMIE R AR ] M —— BN R, ARG
2, Merkle #4 BB BT AR TRAR 2 HUMFIA], 37 BEIGUERE A4 B35 A6 9 BRI [) gl 56
EE

BEGERIXAFEN, AR 5 MR TT 02 LR I A B 1, B
SEA LR Merkle B, fRjSRILTE leveldb B FE BAPEIRG . IXXPIRA B HIRL
RRALIRTE 5-20 545, AR &2 5% 7 i (0 AU PR SR SE IR o 0AR
AR ARG,  XEVFR DN EEREek. o005 MDY
BAE AT RELE 1. 1 JRACH Serenity BN ERBERI TN, Re— D sEng. HAl
Merkle # B 0 UF 32 F W IEEEXT (key/value pairs) , FERRS FUFTCBR S
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RNEIAE s LR T R 2 AT CALE — A 777 A7 i 500 S e L kAT S 2 B
XFERLRE NS I D L Br L HEHT Merkle M AOVCEL.

15 LUK B3 R FLHL A 456 P 7 PO B0 R B i S BV A AT R A2 58 AN 99 . H T
FE LUK REAUNL N FEAT T AT 1677 SRAE AR5 44, 2k—SNARKs ZERITAIE B M,
RSA KA, A FE R (singular value decomposition) , H# 2
— R AR TSR IS A BB, W scrypt. £ B S| NIXEETIRE, DLUKYT R
WA BEAE S bR A FH v Al BRI

® JHJEAE Python 1 & BEAT KA Hh 2R 25 A AR B 75 22 0. 017 #0; 7E Python
AR [F KB REAUMLH 5 22 0. 57 75

® JIJ5/E Python i & BT M FACEHRL A S A I T2 0. 119 6 1E
Python A LA Y5 REUMLH 7 2 3. 68 F5

® g /il Python SEJEXS A7 75 KELHH scrypt We Ay EIZ S, S/ —
b 7E Python WA LK Y AN XM ERAE RS AR SEE R AK T, B2
THESRD] 118 N X P A REHATIXLERL T o

X B L H AN 7 T SRR R B . B, LA RN RE A4
TILHERTFR, BRI JIT Gust-in-time, BEIEHAR) HZE, MK
Yi RAGRXT IR JIT J7 %o & 2k LUK Y E A BN RE, wRe R 2
JUFERII TE] . FLIR, 256 £ B E ) 75 SR 1 REFIATL AR o B R B2 IS, R )R
(RIS FH (2 64 LI 2R, TR B8 BRI R o AR S R AL B LS /N T 64 AL
R AT EAE RS INE AR Lis S i R A 256 AL s FEAs S it ok
AR TT 4 .

TERAN, BATM R R —HRZ “HURRmEREL” o AR B, Wi
PR Aok My 5 BB D - DI BE A B m I3 SR (1 SHA3,  SHA256, A [E T 2k
BRI, WATRA G —FPThEe/Be— Mk CAORTIRATH BRI L, 4
1, 2, 3% , JRGIM— BRI, BREENIXANHIEI — 22 5 (BB
AZ5)) IHFEARAL Gas CHAHRLIIARHE) , FEfH — N SHANEMM LR, XA
THREFEA R STELLRYT BN, AR, e DUR AR 1 4 2 —A

2] EEEEE——



LK (%5 2 3, 1k HAZ AT A SEAR S A i A AR ) el B o X s o | — M 2
RN XBRTTR”, TITARERAHGIRRT R A, ERRAZRIRK:
X R IREE N R B A Lok U —— AP e AT A A o R IS R IR A SR 2 1
WL R AL, H CRFUIFRT A v REst 2 2 R T AN, B
ToIFAR 10 1) R B 2 A AR R RIS M —— I 5 20 A AEE AR i
JE AT G O T BB AR R R D fe

WebAssembly —— “EVM 2.0”

BT AR, AT —AHFFE# Martin Becze, IEFEHRZ ] WebAssembly
B SEPLEE PRI R ML & AR, DARAE— MR T T e XATEE M
MBI L RPE A JIT gy, HARSR EVM HI4CAS 2 3 WebAssembly
HOARHD, XA RS SEIL PR IR EVM S0t 5 58 . 55 P2 1] WebAssembly 284 —
A “LUKBTREAUML 2.07 , HXT WebAssembly BANFIThEE RA —A, e — ML
MEiEdE, ATHT () 46N gas THEHRIE, M (1) ZRIEA0F A — Lo/ EARAD
(opcode) ——FREEHE I AA K BIHAIT . BEE B VE . 8007 1] LUK LA
KA AZYT W FIME B, (WZFE, FAEFE) .

FTFJUMIRR, WebAssembly #A1 N2& —NHEAEK TR, X5 WebAssembly
ARG L ZE5 MR B br 2 <EE

® VebAssembly BT /NN FRE PSR BEARH /MO . — 225
GBI (i CHARI T I58S) LHBUA TR 2 A IR K
RIACHS RO —— B AR e N N R 7 (3801 ST R L
—ANNE Linux A] AT SRR 200 o X004 R B R AR AR A 5K 1t S VF AN
R, AEXS A XBREEAREOR UL, ATRE &l LE 73 A B4R
i, IR TR T

® ebAssembly HJRLTH A bRAZIBAT R B A G40 I AR R 2 E 2R

i,
® VebAssembly O&H ZA JIT WL 7%, WAHILENIER&IHRAEER
HFro
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® lebAssembly & ZEHIEIRA IR MM I, HIEBRA R A2t
Z gas THEURINLE], FORELE I ARRA 2 PR )RR, 1T AR 300 13 28 5 i 1L I e 1]
B, AR, H R DMER (5 WebAssembly SiFEfl iR (1) A H 1= 4%
AR = AF R TR LSRN, MRS S7E XY EAT——L—FpiR
WebAssembly 855 Bl —FER 7 NE AT, RIS EIPEAS B5k IR EiTHROP
e, HEEEAERE B VEPIINAER, gas BUTHEE SR B RN
T 5% ML HIAKE, WebAssembly H BEAFKIS &S A BFET HA
CHHRIEI 256-90% B FE —— R LABLN AT TR M &5, HEA F R iRk
MG HEAPATIES ZMMZEE T .

WebAssembly FsZjiti H 57 AL T HIAEHIN B E24H —4-F WebAssembly 4%
TG4 SO N gas TR BE S IR RUAEIBAT 1, AN I 45 B Hh B 287 b ) 18
TE L AR A TR TAEEFEII WebAssembly )2 AN )T %8, B2
HE I —> Python HSEN 5 3¢ DG e 8ME, JR RS 2% P om B, i
WebAssembly THRIZKEE N L, KA AT BERIRINE] Serenity A 5 AT e
LIRS 2.0 JRAS (R HIE TSI 20— ANRAE, aifE 2017 4 118 (1
BT [RIS, BEAR B, XSRS PR B T SR AT RE Se o B BUAL
G b, RONEAREE LESGREEMN, X —I2aet LEERE.

BRI, XL R B LR R A RCR A AR et e PR A )
WS HEIZH  IFAT IR T E R R R E ) BRI E RO,
BRI GHE G FAL BT I R EOF AR R E 2, B RN
THOLT, SNBATR B BIARE, JFAT R AR AT et i b —— R R LK
P EE,

REEE N

PR RE DAL A R AE RS LG A 32 900 ) R AU LR o 3% 2R RN E
WE R« REvE R YRR BT BAR. IR Z WA N R, IXIFAR—
AN, BRSNS TR AL AR A AR IS FOT R U, AR Nk SRE
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A if-then ZFAHERIFV BB EITH AT LRI AT AL, HATIERAE &5 —
LR G RIS (AUE R R E DS B RES BILIOKY AL .

FEFR A, DU I B i AK A m] fe il B DL R PR B R A: ARES T s
AOHE IR, PAACKE WebAssembly 15 A6 B A LUK EEFNLH) 77 Se——FHARS
PAT R AT DT JE A (ARG

FEBLZ R, Serenity WIRRARE LUK & S Vr JLEMEAIN . & F IR 2 65 2 A
CRAE A IR LB AT ) 5 FRATIHER RS L8 ARt 0 B8 B I 5 SR B s SR T
K S A AR Y (AL B 597 i LURYI V) “Fisedn e 5207 ML, 25 4EAR
L )22 T 30 o 0 it 2 PR 5 240 LA NN 2 sy A —— T R AR A TS A AR
AT o AR AR IR A B, ARG SE R B T PR, AT BAZE RE (1)
SLZVEES 2 Serenty FRATHRIFF MBS0 %, UL (i) HEAEERE i
RIFPERITE, W LB SRR Merkle 44 .

Y R

R A B DXCRBE SR FAE T AR AS P B e 5 AR SE IR e
F AT SR, SRR EA I s R, AR AT =] B
RAA . R Ao, R AR i 258 BT 75 F P 22 8] I R
RIS AEBOR TR R R UG, AT TR XERBEMEN SnT e e, XA “ it i B i ”
(PUAER “ R RS ) NMiZAH R AL

SRTAT, LA, . XPEEI 22O AL B A & B SRR ——
AR AR “EARNS 577 2858 AFEEEE” , T2 <267 1. MW
AR ARG AN T ARG AN G, YT EREANIRES (AT AT DA
IKAD o XHRMEGE RS, XREER ] T 2 O BRI — L8 i ——Rp ) 2 A
AAAI ST I, DA AR P AR AR SR B RS X B B RN S T AR
B PIRSRI PTG . (HE, XWARE R RN TR RGRUET .
bR b, ANEXEEEA 2 /DA 8L B S AV RRIG 2 TR I B — T R
A, 5 BitTorrent IXAEHIMZE AN )42, BitTorrent KM PERESHEHE 11
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RIS T, 1 X HEE RV RE K IE AN TT RE v T8 — N1 U PERE, I0F, BEE
T BB A A SR R A AR, AR RE AT REiE S AR

N EE FTHIG RRIBU S 58 2 o AT BE IR B — ST AT 0 23 Ak B A I 285 (1)
A5y OXIERWE Eib— N AN IS B s, S EEwERZ N2
FE S 0 A B I N 1)) 5 T LR AT T AN ) B3 B8 A — AT B2l
100%F) CPU iz S B P sk ok o XA JUMR B o A7 /U CPU — ELAE [R] N
BATIHABS T, AR ERTELN. K, BT IR&IIRGEISN, AEEET
FLEDO R IR R BR ] G SRR R AR B3 v T AR AR, B4
At T e oAl RIS SR T AR RN H R, vt BAREAT IR
ZHIBAT AR A, 1R AT LR B (BRI M B RE, F B
SNSRI AR 25— 2 — AN R AR, IR 2T TR 248
XFERE, BT RE S RAR K RGPS . ORI S 506 (1 3554 2 b
B IR RS, T B A RSB A iR, B Y — RGN
AFIIEE A, SRR ME SO RN B (B FE ok T

S IXEEJE D, EAR CHRRAS 1 AR 19 Rl BEAE 52 5y A BRI e R i it
1000 22 53 /5, {H AR YT M2 1 IX B gas BRI TR 7 — AN FE R EFR——10 A
Gy /R (BRIXFE TR A 5y, SR IR M2 5y SRR 1-5 A2 5 /A, T 24 i £E
[P 2% Hh SR 45 SRR 43T 6. 8 A2 5 /FP) o LUK M BN CPU PR 1) 2% F& e S IR
4000 22 5 /PP IOTERE, (HIUAE KBS B —A TS5 /M B GE R R/
ZHME) » FhA5ET 3 A5/ 7. RAFIFBCAERETmreE, H
NEATAT DAESRAE — A5 U B R RE R T SN U I 2% 264, JFAE DSt 57 o
RS HEEBAT D REEWRT s B, T Loy AT LUK Y5 AL B T LURAL
SEHL 1000 DNA2 5 /70 . Ik, fEREIIN, XHRZ AV R UL, A R e B
TG B L PR e I ——& AT EOR R BE A T LI I I B R 2 2 s vl i fie
PERIE, AR K375 h T Rk &A1Y DTCC BlERERALEE 112
KA (ZV5TAREEP 1200 4R) 1 _EIHIESR A 5 B (1052 5y 2G0T AL B E m]
i 8 HE/A, E TR PEENE FHATVONRNR) 2 KM S N, /2
52 VEREM SE 7 1 o

N
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L

R

fERTT R

RV R T Pk, FRATER R A AR T % sharding
(43 /i) Ml state channels CIRZANEIE) . Sharding F AR HHIEE D A
FEABL, RS IIA RIS 73 22 AN A 715 R B A7, 2 o =i s 2 RIA R fil——
BT I e s A TR 43 Fr, DRI 843 ] DA [R]F b3 s TR AS & A2 L
RTINS I—AN TR, BT REKH T M HIES 572 1H
HEAT, WMAEX bk FiEAT, e U X U R A iR 2 U B T B
(PRS2 1A B : Dominic William ff) dfinity/pebble $&UUMH 7 iX 35 F AR ? )

TN RH, AN AFHER > APIaEARKSERN R £AH
Oy F Bl B, BHARE AURAE: AE DURY RO EE IR AT A T R
UR2R BALERRE AT S, ME— SRS 2 I AT IFATAL 1) MBI e
PR DS I — A9 5 CPU IR DBl S AR 259 g .

ARG, HArgiE At E 7. Sl XHEEL, HM2%
MIFe4 i m CBFEE: e R B 2 B IKA R /D BeElME N 0, B
REAEAF N E——RIEIE W%, KA i1 i A BT S 5 10—/ N
FER BRI BRI A ORI Ay, RN OREE 1 At IR
X, ZHAMUIEARFR CPU L FALEE, T HEARIITHENL A, mhin
NEFEIME R MATAR N VR, AT EAEE . UKD 2.0 A
3.0 AT, AR P HSOE BN RTIEAT VISA SOAT IR ) (1 X B, £
FRH UG 2 LRI RE——IXIE AT ZRF A IALES , o2 IS AT AE R dh 2
EACA R PT RR E E

SIRRDRIEAN 10 R, FRATT A AR Ty Z NSt — A HAT AR H R Gl UK
P4 EIP105, IX &7 Serenity MRA B 2HE) , XS HRULRAT B 7 AT
AT MR, AR A A RE B AR R S, AR SR BLRY 2.0
A BUR S8 8 — AN B 2 5 A5 A BT TR, DOE I B N A B
W hngz AT SER) R R YE . ETP105 Jv—280y Sernity WA T B AR C &4
A F|—A Python 5 5 MM KAE+; 2016 4ERIA WA RE 24 R EE, 2016
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FHRIAT e SR 2%, 2948 1IN ) _ERHEE A FTREN, FAIMTE
S AR AR P gt (B R AT, A maE T RIZR R AT » FEIX 0y B 26 B IR I
ARy, EEMBREGRIT R AR, AdAE H 5K B 5 a5l L sixt
s 28 SRR R I FEAE 55

A BRI HTH

SR B, WERTHEAR S AT DA SE A AT, AR AT R 2
PR ARE T DMERE— A BRI E 21 CPU A% OB . A S SEA R IXFE,
W) B K O ERR T R 32 PR T ¢k R i (Amdah1” s law) : VRAEZE RGEHEAT HLH
4% PR B e T IR B AN BEREAT AT A 23 B 518 . SR AR AT LAHEAT 99% ) IFAT A,
A2 ARFEAT ELERE 2 100 i, (HA1RAR A BESLIN 95%11 F 4740, A AR R fede
HE 20 fF (BEHE: EARBIT, A 99%IETI, WA R AREIEATILI,
A2 1%EE 2R 100, Fr LS tH AT R R 2 100 i, 95%HI4) v A3 . 3k
AITAT RAZE — AN ARG R A . B CPU B P R BE 2 [ e 1), AbEE—HEAZ 5 B 7
PSRV B /)N R T BRAZ B PAAT IR A O 22 1] L e K 2% K P 2 A LA 1 s BT
5% HLIHI 122 S TEFR 18 2B M EL RS, DR b 0042 I AT

ZHEEXLEY) (nultisig-oracle) HIEBEELIPATHI I K DI REELTF
— BN EAEHAEE K R CAUENT, A% & 2 B RAT 45 REEAT
R, A REHANE LSS . B RIEA B F AR, Xl S AE BoA it
(AT FRIARAE PRI 3R B 2 0 58 7 4 B 2 il 2 AT IR AT A R U7 St 22 454
XTI T "o BURDT BRI S D[R] AR 20 ok TR Big b, JFAE
FEIZAE A — PR, 25 B RS rh IR e 3 2 mT LAl & A0 AT 1R P (A
AR T AR S P 2 77 A BB AT TR BA TS T = T

Rl A RATAREN sharding HSoRSEHA T el ATl 5 25 BLURYI
PATHRLAE ) — 222 W, ARHAEREATIFATAL, REMASOHMT I BN L R
AT o BATAFREBAIREHIE Y B PSS, MR A A A AL,
£ LA 5 e PR A O RARBARAS 10— 8870, IXFEEATTt ] ABEAT JFAT AL B 1o 35
Sy B 1R @I e, AT ZEAINTE AL AL 5 X B i i 2 EE A Ph ot
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e B e R HEN . BATIERAKN—ATB, el DA T 2 B A i
Hism st Wi —A “Ueak” BN 225 MSAT AR AT DL = i A BRIR
&, AR AR USE” , A ET MO A T B, LU B
i HAb S P32 S AT RER B (EARERHEED .

B EEE— NI AR A FTZE I S S, AT PATE B I S IR B i —
FARMHF. HP AR 500 ool XM XAMEBRAFMA S 7 M B .
P B A 100 TR Xs XAME RGN BinE). BiH P A48
M3 MHr A 100 TR T X B3l N B FE— N AR U, Bra
P RAAS T AU, IXSE IR SRR 5 g DUK S AR (g — A7 ——
EABIFE AL BN R E I T AT AT DB ], QRS SRR IR

def transfer(to, value):

if self. balances[msg.sender] >= value:

self.balances[msg.sender] -= value
self.balances[to] += value

NP IR, JA It 2RI L R 2 O LA B BL:

1. TEAY R M E, 8 A BIaE0RD 100, FHER—ANIRE, FR“B MiZ%E
WeE 100 B X A . XANKERT ID 572 17265715249,

2. SR NEBESU—NEG RG] IR O IEE (ERA
BB 22 2 A8 M IE AP RR 1 — AN R B, TIE A BRG] 7 LN 2> 2
Merkle fUTFHE) o EXANELLXF LA FATHHMTRL: (1) ZEH 2 IEMK,
H i) REHEIGS REAME ID 58Uk, XG44 B KIRBUEM 1 100,
AR X AR IS B2k S 1D 5 A B FER S

3. FEHE RPN T, Ho R MAEBT MRS, EEAEMRE
JRJE AT SR, KR B N R BE SRR AR — M, SR A4S 0 A MR
BAATER D 5E R, X FESr i MO n] L4k S e BEEAT (A
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Shard M Shard N

A: 500 coins Senq prpof of

C: 730 coins receipt into
shard N as

transaction

Receipts consumed:
30522819204

“100 units of X to B"
ID: 17265715249

i

A: 400 coins B: 100 coins
C: 730 coins D: 820 coins
Send proof of response
back into shard M as .
transaction. Clear : “Payment successful"
receipt and perform \ ' ID: 17265715249
any further execution if i
Receiptsconsumed:
needed. ' 30522819204
17265715249
B: 200 coins
D: 820 coins

A: 400 coins
C: 730 coins

A R RIS AT N, FR o5 ST DR G Ok BEE M S
e FIan LA EID , FRR ISR IH B0 AR R S R IE B .

A& A ARAR DT 1Y, BB BT AR F R EAVRAR N S 7
DYRFERI UTXOs CHUAE MBI “ RAGR IS St ” IR o 7 Lok i HLm,
A8 s AT I 7 2R Y FE—HE B AT (38 5 013 SR ¥ UXTOs, K5 A i — el
AN UTXOs, X285 A4 i) UTXOs R AR R 158 &) BTl #E 8. & —> UTXO
A DA —F “m 7 . BA AN, A NMEEE, I ANESEE S A
FERZ: (D) Z3 5 DA G ETEFERNE—A UTX0 IRFE #0241 H.
(11) UTXOs HJi A% ) el T A0 200K T BW045 T2 58 5 77 AR 1K UTXO THIAIH L B
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R UTXO B CESE R R FORARSRY, R ES MR ke H P
THAE UTXO MR, CAMRASE 5 3%, FFibAPEe i (P40 seiti iz R ek 2 5 21
LRSS B 2, A e R AR AR s T IR R KE (R
R P B8 6 I E AN RESLZ S HoAb NI SRR , Wt 7 — @R W IET
Ve, WARTEH YR — B AR BN T R GRAE “ AL IRy (¥ & 15 AT
) o ISR A BT IS BB P2 AR X 5, R LA R 3 5 HIAAAT BT “ T AR,
X5 UTX0s A ML Abs PRI, ‘el DA 3R A A 1) R 58 4 R e A 20 S BT 3L
ML UTXOs A2,

W2 S 2D iR IR S SE TR o 5 0 i M LR e 3 A R 7 3K
M AN BB, XA PUE A TSl A ST B A, IR
Bk (NS RELEG R B RO |, ZJEHAT BREL B 195Z 5 AT AT FEX A
ook o 2 /e BRI R A e A B (K, pR2CA FTRLAERGS TR R
—ANR, FHEYELEERRE R B IR, AKX GUR LA R 2 B
R TEAE, IR R EIE

HEE RS, ANEREN S, — B S EA ), skt T BARII 7£
PP B3 P 3 AT AL B, XA RE SRR T &, BB AR AT HRAT I e e B A%
PARAT e TR IR RR I, XA RS R AT P B AT AL e
— A RIAE 5 AT DOIFAT AR, ENEE A B R BT DU AT AR ER,
Fettes DIk, REAE A0 WBCE R Z M S RN AT, IF BCeE-mHE R
BRI —E iEh], IBamAe e S MR IFAT ALY 1)

MREEBIAHEE

FERNHRER ST, AT EX DB 55—, £ARKD A WAL
BAZ AT I AR B B B, AR TSR i8It a1 Ak
BRI TAR I AR BN (1, — R IRI 575 G QAT AT e 7R 2R — oA fg
PATTEEE . HIR, R ENIFBA M EEERN SRR Bk, —MED A M AL
AT Gy W7 RO AN BE TR A baE R0 70 N AR BEAE 5 1 O AR R E L a1
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—CSR T s MIREIERSEANE . F4F, Merkle iEMIA] DLZ— N ERAR AR

____| Block | State |Txgroup Block | State | Txgroup Block | State |Txgroup
124 root root 125 root root 126 root root

Shard ID: 43 <sig #12B4> | <sig #2543>

Pre state:. al38b3ff <sig #7821> | <sig #6118>

Toroot . Abjacts | <o mesH | st e

Receipt root  /fa3819d4 <sig #1662> | <sig wA785>

... State ...

Lotxs L

Receipt 0f57

FELURD 2.0 MR 8T, Bot AR RS, HhrpRERELD
ATLELEM 28 T AN B, B R RRHIRES I /M “r /7 o B
A A ERES A “header #£7 , HLIIALE 1ARZSH Merkle MR IS A5 .
DRIE, BT DARARAA I & — NSOR T 5 H0 R MBIE 1 — Mk, — > Merkle
733 (R F AR ATAE RIS A (B BE 2% ) T LM — A EEA T AN
KI5 oy BEAT AR, PRJE A4 T 25—/ B0, AT BB o — Aok, IR el —A
Merkle 433,

AR E HEE R e AR T, 2 T EORI H K
I RN NEEDIFR” 1, IFER 2 SR BRI E. JRAR
TAFRAE I N 22 A SEOUX AN BOR 2 PUBA M : FURy 5 1) TAR R ML
2w AN GERAIHIEBRAD "N, A RS 4
IR i1 55 B e o R B/ i e S DS T VA E KR (T S R W s e s
ZAEA L FIA R 100 4 W55 0 25 Bo 88 XLk

Hsz, IXAVRGAE UL R I — 2o 7 R KA IBGIEBINLE], @
puzzle towers IXFEMI AR CAEEIEBAMLE], CLARERAA B B ES
REGREE T RGBS 5E50SA M S0y, B2 AL 1%
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a2 By, DRI BATR] LUE L BEHLRAT 7 MR € R Moy 7 (iR, R
BAIUET b R REA LA R R S R B AR S ENR SR E, XH
ke 2 ) LF- o2 1A Bl AR ) 4 R IR A2 5 BRURFSE IR0 o 384T SR AR T
NARARZE G AT R HI): Hin Vliad Zamfir FrutiIBEE, 25 IBGIE B ML
BEAW AN T AR X R, HE R R LT e 7

Ik, AR R, BRI B2 B e 3 H IR B A& B AL I 32
Syl B, SR JE AR AN G AL £ BN SRIE T R B BT IR . “header
chain” HHAERK AN 2 H5H 7, 1R B R MER FEIE——XAME
IERFEE L AR, CUERAREEEGN . BA 2 E K2 BRI
EE

Ko R B X S R A

WAEEE A 56—, REPIZEAMAT SR ? EAFEFER =T, X
A DARE— B o g “ L FRRF IR 40 7, HAR R RS AR T A7 40 v
MR ZANE K 2 B0 R Sz 1 L AR PP LLIRAT (7 A B 8 “ SRR
NI F 7 RIS AR PR R B 2400 e 56— A e) il v LB faf 5, HE 5
S FH 5 18] 1) L 0 AR A A AT SR 1) DA bk e T R 1 72 R 7 € M LA i bl 2 )
BAT o e ERVERE S, XKERBEAEAE R T — MR, B “ MR
NI 7 R ESEARS . HK, ATWFRER T @AM mARE S,
SR DX I S PRI N 43 s R, 0 LA 3 K PR b S T4 T R 3
(WK

Mo B BERE, TGS ki BATnmaldE —ANa %, Fn
A DASR AL N R AR AL FH R A K 40 Fr Dhfe, AN IR 2 B 22 4T,
FRA IRV IX A ] J5 ) = BRI Serenity BIP105 $&13%, H A3 E-ARLI T ¥k,
Hokik 7 (B4 3553 65536 A5 F, RATERI—AN55 Fr A A REEAT R (28 5 4hAT s
FoAd 00 R B AP 5 AT« R, — SR 4 i B RS AT DA LUAH ) 1
Mo AFAELE 2 AN B, ARRR P AT AR R 2 AN 90 B 2 (B A7AE o A 20Ekvrm] LR
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MHEAE G RIFAT TS5 B L 70 X BOR (n SQL &if)) , 5 iRsE A7 i e
Tl - 3 I RE LR e BRL IR RF R e ME2E AT 20 X, BEATL A 23 [X B 23 BE B (KX 42
BVF— LU B R BRI S B A S . FE Solidity B, AT R AT LLEE X
— > shardedMap HE 2514 » £ 28 (RG2S MR BIREIU 2170 Fr 1D (1175 %
BATHU = 208 5 WP RERR UL T BRI G SQL KIS Frdi 56, 50 g
FEME S ——IR[A A promises, BLRHAMAIEIA,  MIMTLEIT A T2 5 g il —
AN X R BEIA B

XA RE IR X BV BRI FH R, o Bl 501 19 73 7 AU A AE IR (P X e 25 Ji
TNEREE FIAE Fr B AEARE 58 BB TAIAZTE ) o I Tl A5 A 575 200 SO S A 1 )
iy H E.28 4% Factom (AUEIE) AHAWTEH LMl R sUE A . “AfF
FEAER]” , BIIER— A “AEAEUE WIS 87 3B B 1 AT 3 X B B CmiEF4aD,
WU — 5T, BUORIRTCIE TR A Factom J7 & L “ HUEAT Merkle
WA BT BeR e, ARl al DA KRR EE AT AL . ™

TERCF P 1 R P mT B S BE M AL B, (HA 2 BT S D g FE S, At
TR 05 A 5 L — (1 200 ol AR A i R R RITISCRR N 6 S B A3 FH 2 [ A
TR A 22 . U7 (82 77) #ReE LERE 557 FR A R 22500, Wi
i R 2R AR ] o 8 L < R AT 1Y) B 40 60 X 2R I8 FH R T R 2 0 B B W 7 i
WK 2 G0 B R G0 AV LR AR R s B3 HL R AD A B AN KK I 1] 8
JE AT 5y St 7 FKe T B AL — ek (K A5, RO SRR 2 5 — %5 5
B e AL AN R S 29 A BGR RAE 5 L] B VT A A B A i 230 e il SR ) SR 1 o
BB X BB R AR RS b BT B R A T G 2R oAb R () : USRI
KRB I3 2518, EAGIANZ AT MR E RS 0], & ok R
R o 28 T AR AT & SE AN AL 77 373 B 1l BT E T 3 57 BT DA SR 47 HE
FEA. CGFIXREMAE, XXk E Overstock ) TO/Medici K& [F2ET H A H 4

T )
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RE&EE

States channels CIRANIEIE) RRXFFN—FhHEms, B0 B RJZ I XHEED
BOSAFRIAE S, E U BARRRE, PASR R AT PR PR AR Bk X HUEEAE
NAEBARATIE A 5 1 L Z B R, MR AN R E—— R — KR35
PP AR &2 Sy IF R AE L BRI R AT A s SEaAE

AT EMB TR, FAVRF G — RS W 1 ST R G4
To BB A A 100 M, AHLURE SR SATES Bo X FE, A FFAK 100 MK
BERE AL ETE, Y A EPATEXS B (B AR (Bl 0. 1 AT, il
E—MEHFBAH) AEIE” (AR E R REEZ S, 1% “AEIE”
BB (99.9, 0.1, 00, 7EXHE, 99.9 FonfliA AR BERSLHRKZ D
M, 0.1 /R BRMIZMRHZ DA, 0 R-—NFHT. 1M BEEHTLE
(counter-sign). % A 75 AT 0. 24N, M A28 K — Bk FEIE , 75 B (99. 7,
0.3, 1), [H¥ B XIITE%, AL BER ARIKE0.05 AN, ik i%esk
—AMEIE, AE (99.75, 0.25, 2) , RJE ABITELE.

RIS, NS5 DMERN LR RE NS, IR H]
RAEE, JPHE NSRRI X Esh— AR E XIE, R E A BB
] DURSFEIE, BA KIS RAEIER S B . R A SO — Ny
FISHISEIE, W B ATBLE SR BA RKFP 785 I EIE. KR, XBgEm AT Ll
BANERD R AERRE” « AP RSB R R R T B e A TRt
LA RJETBG B ERC MG EAERVERZhIL, 1R T, IR d R
TTAREF, B X N2 i /R AR R R 45 5

4

X AT B SCAH B IE ML TR T AN 18 1o, W RARAE SCRETE AT A
AN RS AE ), AR A 5 B ZIARE, /RARE R — A BliE “N
FT77 R AZHEREE, Bl “AE” @iE: a1 A5B,
BEC, CHDZIAINIEIE, HAVRHAT LK A 2] D 2 [8] (R IKAR A 3 2 HTE Y
BRI, OB K.
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FHR, FTLUMAEREE L. iR A F B AIA R — AN ERA 2, XNELIR
PR A HATHNC, ZARMATR LUARZE & —MEIE (H (O 5 k), EREN
(C) B —BAUSHISAE, MK ZRENFIIG; XL EREIPRESSHES
LI VAL BEAT TR A B S C BAAD, b RS YRR i 1) A M B B K 2 /4R,
KL, C AR EN G ARXREMEL; WA EEERIEZ M, &
A LA — KIEARI SN A 5 B 10— Fifr, A AT AT AR5 5 iR 8 BB, JUIRESE

M) T MEIE PG R PR, A B AT LUEAT €, FIkERIIE A1
POz R 2/, XPEERATRETMXNEAT: HCHARET 7540,
G BR T 25 AT, T OB, AATRT PLERRE A — N HT RIS (75, 25, k+1),
EAER T IRAPAT, W 55— T w] AR SR 58 (H(C) , k) BAK C, FFik X ek
BEATIE DL 5] H FIRE IR 45 2R
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“If the time is at least 05:30 GMT on 2016 Jan
15, and the input contains a value and a valid
signature from a given oracle, then distribute
the funds between user 1 and user 2 based on
the value provided byu the oracle”

Af timestamp > 1452835809 and \
verify_signature(input[e], inputil]):
sand(Ul, 18 & (input[8] - 517) * 8.2)
send(U2, 18 - {(input[B] - 517) * @8.2)

2. Oracle provides data (in
this case; not all smart
contracts require

{65 8
+10

1. Parties agree on
terms (ie. code),
send funds to

\_.—,j +10

s 2. smart contract
hashi{code)= I
prominl containing the

hash of the code

3. One party tells the

oracles) contract how much
[ to send to whom
567 | Sig: axsu:-'wasusmm...l%@ J—ﬂ
15, 5) Balance: 20
“You should hashicodel=
give me 15 0x57a8b164
coins and give
U2 5 coins”

4a. The other party
sends a message
to the contract to
signify agreement

o

@

Balance: 20 (15. 5]
hashicode)= | agree*
0x57a8b164

5a. Contract distributes

4b. The other party
challenges

G{

Balance: 20 (8. 12)
hash{code)= "1 disagree, you
0x57a8b164 should give U1 8

coins and give

me 12 coins”

5b. Either party submits
the input and original
code

funds f{/ .
EmNET
A III.I. I'.".:.I.'I-:-:I:.ﬂ I!IF Q.Ig"
o] e Balance: 20
hashicode)= hashicode)=
Ox57aBhl64 0x57aBbl6d

\jus

N
(01)

/NSl
PN UE R VRIVAER B

EHFAE ADIERMM T R BARRY, EAEREE

6b. Contract executes the
code and distributes
funds correctly

REEAEH T
EAL AT G IR I DCERBEAE AT R P B R 2 b o

A7 BE RS AR A JE 275 18) —— & AN 1 sehr EZE 5 Bk & . A
o, BWAADREAE, B TRy R AR R AN, Bl AN AL R
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Prg, POYKREEAIXAN SR E AR PR ST EREZAE L, BT REN4LS
SRS R AR s Bt — MR SE I [ (47 58, DR D 7 2 8] F) e 3 BT
JUF2 RIS () —— AR X B B oy AR (R A A #EE R~ A
F BT gE L AL B AR R T R ER——DN D A 55 B 2 [) R 58 e 7 LA i
Fastagsl. ©

WA IS BT ZER LR M B AESCHE, 41 Raiden IXAFKIHETA
CAERPRGEEME B SR UKD LT Jeff Coleman 1A N IELERT 7TAE
DAURY; EREEIRESEIE i 7% . BRI, IX AT B R AE L N B 2 4 i mT T ik
o T (URBEARI TS, £ NHNENRERL .

REEE N

RN, RO AT RIERINA AT (D AERAEAF LT
ABE L, RER RN R 7 2 SRR T8 B ek, e (i) £
—ANLURIIAAA BERR A B8t ETP 105 v, JF08 F 320 g A S 70 v HLR) 25 S
FEAT o AEE XA TR AT, H BLZ G S AR ATT R L P R P 75 BEAE 24 i Y
FLAE LRSS Hig 47 s PERE T SRAK T 2000 52 5 /FP I L AR 7 HEAN 5 2L FAT
R, BB BEAE UK YT AL B LSt 1. A ARAPRSEIERE, AF
BE AT AT VR IR ANE TR I RN AR Y, BR g LRI I A BE H g
AR 10-20 22 5 /%)

AR

AR5 J DX BB I FH R e T s ) 57— A 2 PR A2 B AL DR 37 7] o XA (7]
REH: SRR TR FAE S, RIE TIC M RsLrE, (Hibd
KBRS R £ 2R pd, R 2 XHUEER] P XX R B A S TR -
R A FINDT a6 I X Bk, 2 DR O ATIWT U DXCERBE 2 — TR 105 B L Bk,
i B i B TR ARATT A REER AR X BBk S O (10 2 A5 B M e vk, AR AL P,
AT I 5 R %4 RN RAIRY .
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B, REENREEARA IR - DRATERIR T R (BrAEX Sk
R AR, EFE e ERGIEREM X EESA €M)« —PNAZN
AN R XCREE AR PE T LA R N/3 EE Ry, HURTIRIEFERI M 284,
MATSG SRR M EE R N/2 A REE, (BN RI RO M R, B DRk
R AT RE P EUR™ BN Ja R o SR IRIAR fa] 8. AR A 124008 (179 ) AR AR 240
Yo ANARARIHE B A i) 1 ZG R BRAL IR, T ELURBOS R T it v S 1)
o LAY (R B 22 S Bt A SR B, WPIRAEIE, AR AR REE & — A
PR Bl 55 4% i A X BB 25 5 B

DX ERBEFSAL ORI AR SR (1A TR 7 S H A PR IRRHS g Ry 58, BRI it
KB 22 e A Is 5 B4 MY 22 5 2 B S A SR T 5l (5 B 2 e e X B
AT R SRIBME AT 1 AT BEVE o RS MR T 56, RIVE Y v 2 3 S 50K,
FARBEARR 98K R ERE R RRAA RS R, LEXCHREE AT LA T A A
GMEY), (HIRELNE, ZXFEAPNTIEIATHE . WA SRISHE % A 1R R
RS T SRR by S, (BHEERRITREE A “Giih B R . R
75 SR B SR K, (EIF A R & TR A, 1y EL 7T g EARH T — 2o I 225 A 4k
% 2 PEAR B o

TRERSR T B AR

FESUG A BB A BEE R — A J T A 2 MR AA DR U ST, a2 1
AR R £ NARERICFE B st R EREIE S . Big bk “RE” XYk
e MRS, RV SR A ROR TR B ARES SORZS A B B, PR
JURT LRGS0 1 AZ 2 IR S AT SR 045 2., (BN REMR S A5 2 . kb b
RESCBLX IUT S8 (B IR B BRI ERAFER), (HMATRCRIEHEIC, T P2
AN BRI —RRSCRIOE “ CGFEMH_EXIEOR) fEFFEK CPU
ERAT A 2 AL FREL TR EL 1. 3%108 4R o A, A LS RES — R R R]
LS At B S BRIR B AL DRI 7 585 AT LIRS E 1 8 B C Bt 42 1t e 4 (1 B AL 1 £k
UE. IXEEHLE] AR TR BT 4.
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FERARE, SRR Z RN RN =BT, 575 REEBARR:
FrE M e, MBI HERRMRIMEE. FN, Syl Rt s 1 ws
NG RIITER, Bl 2 e 2% 7 A NE BB ERE N JETE (e e i
IR AN S [ o B R, SR 5RO ERAT A < Rl 21 i b R i A2 AR B LT,
PR X AT DA B AL M IR, S 5 A ) o LA 75 SR AT e o 2 T80, tn e A 56
< R B LAV ARgBE i 10000 & T8 R BIAE S — AN I ESK

AL PRIX SEFR ) “ IR A 7 AT LU f] Rt A X B b A 56— P IK
FURRI S5 S, LN AR A TR Hahaief aiX e E 2. A, XER
RIEFAFKL 15 DICC B RAT I — ROCESREE, 53 0HXNEEIFAG
EAFEAE RO RIRAS B, BRARZ IS AE [7] A IR e RE IR BT 7
PRI, XAk 1 DR —— R A Ak B R 2 M S AR E B R
R, MXRELE RN i il 2 (5 5 ?

(LERE TN P S

FEARRHEAVEH B, 15 10 S A N8 B 1ff k7 a0 ik 1,
R UM TR E A A BT R G RRAARY  GEA S B e ik) H P %8
o fx Bl LA S R R N RAEBEE — A RVEIIK S, RS P 1S 30
TEBUEIR R A S, SRJE SIN Rl <RSI LR, BRI AR
EEDARGI ISP

50 BTC 50 BTC

/ \
13 BTC 37 BTC

\

Cannct
determine owner

No linkability
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CoinJoin s&—Fi I HEMS, BRI 1A XHEE LRI NS 575
FEXHLEE B IR AN EDET 0 AT 55577, IXAE AN AL 2 D X BB A I e vk A5
B N 0015 S T2 T X SR R o

o 1. All users ancnymously
submit a destination
@ f address
D1/D2/D3 D4
(3 Uz 2b. One or more
+1 f+1 41 +1 users absent
2a. All users submit 7 +1 +1

one coin Balance: 4 Balance: 3
o —
D1[D2[D3[D4 T — D1/D2/D3[D4
two accounts
not public
3a. All users receive a U3’ 3b. Protocol cannot tell
coin to their new < i who did not submit
address D1[D2[D3[D4 +1 +1 a coin, so the process

H1 [41\#1 v Balance: 3 is abortedland
T everyone is refunded
U U4l D1 D2/D3 D4
u'3)

X RE S 2Bk UL CE AR 00T 82 7 Rl 20D st a3
JEE BT R (KA, IRZEEIE A H AT SR RBH R A ORI T 5 BRAR
REGG, BEAN T RE:, HANTHRRIEEM GL095, HETHRE
AL .

ERFE N TR EE T ARIK PR, A LA 5T A 2 /R R B op
TRV BRI A B E I “KYC BB ML X AN AL
FUREAFFNEEANIK P S IS S 4y, R RESE I 38 5 IS KA S BE AT CoinJoin 5K
B L ERERER R S A, THAM NG B RA RS R S %
WRIME B AT LSS Merkle B AT E X P b . KYC AL AT AR K Merkle B
RIARAE, 5 A P A BB — A SRR FPIE R 15 B (k4. 4F6%, 1D
G, ARSOPIRED , IBAAATAT LLa R IR Merkle M40 SC/E R, T
TEFEIHMIIEE .
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S I A5 S T e ) B KPR iR B, T AN R BOR s i G i 2
SRR B, xRl N SR 7 EHATEANTE QR KYC BUE, 1A REf # it
WAL =7 SRR S5 . AL, IX PPk AT RE S5 RF € I S 012 R FEAH SR, AR
Z N HIZEBIF, AT RE BT LSO BRI SEOERT . M S 1 X AT KL E
FERE B OFTE US4 L T B AT R IR T AR — RSB K AT

R IR R

MERH I A ER, B =M ERHEAR TV FRARY 6 5, X Rs
4, 7K-SNARKs ZEH&M1iRIF B DA AL =R R .

BT — MR R D 2254, EREE R B — DX
FrERE NI, MASRERELERS 0 OZRPRNIEN2PD .« 5
b, A AR, B BRI REA, B DN EOMOREE: JRAR
MIFEFEIFLHRE AL P IR, XA F St Rl 3 —HA 2 i HEENE R
B B A BOR T U TR A R T2 S & Bl 1 R R 2 — - i,
FERRS E R S5 B PR R T — MR, — D ATV IECARIE B 2 )& T
RAESBEK— M, EARERELECH S . WTEER ISR X B
st R R I, BN AT EER R PERE N 1 HROTR L ST Y R i g
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1 As explained in a later section, Bitcoin actually uses a concept of UTXOs and not balances;
however, the description of the protocol using balances is simpler and suffices to illustrate the

concept.

2 More precisely, miners are supposed to reject blocks that contain invalid transactions. In practice,
miners may earn higher profits by not bothering to validate blocks, instead free-riding off of the
presumed validation of others. If enough miners do this, such behavior can lead to dangerously
long forks of invalid blocks, as took place in June 2015. The “Verifier’s Dilemma” paper from the
National University of Singapore discusses the economic incentives behind non-validating miners
in an Ethereum context in much more detail; the general conclusion is that if block verification is
sufficiently computationally intensive then the system could flip to the non-validating equilibrium,
and this gives yet another reason why public blockchains have constraints on their throughput that
place their maximum safe capacity far below the theoretical processing power of a single CPU.

3 The question of who actually legally owns assets while they are under the control of a smart
contract is complex; common law naturally did not evolve with the understanding that the
underlying owners of assets could be computer programs executed on a consensus ledger. See
Robert Sams’s footnote 32 from Consensus-as-a-service for more details.

4 For a more in-depth explanation of private and public blockchains, see
https://blog.ethereum.org/2015/08/07/on-public-andprivate-blockchains/

5 See miiCard and Tradle for examples of companies that are trying to create blockchain-based
KYC platforms. Note that a current major problem with such schemes is that companies are often
required to all conduct KYC checks themselves, and cannot simply piggyback off of external
services; hence, achieving the full gains of blockchain-based KYC will require regulatory support.

6 For an alternate view specific to a private blockchain context, see Gideon Greenspan’s blog

posts and IBTimes article.

7 Note that here lies a major philosophical difference between Ethereum and many other protocols,
where there is no standard independently defined protocol specification, and in fact a policy that
the protocol is the implementation is often explicitly adopted. If there is a bug in the
implementation then that bug will often simply become part of the protocol. Perhaps the best
known example is OP_CHECKMULTISIG, which was accidentally implemented in a way that
consumes the top value on the stack with no effect before doing anything else; this is now

solidified as a protocol rule.
8 A few security bugs have been found in the months immediately after launch, see these three

blog posts alerting users to update; however, the frequency has been rapidly decreasing, and of

course Bitcoin itself has not been without problems.
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https://blog.ethereum.org/2015/08/07/on-public-andprivate-blockchains/

9 Outside of the Least Authority analysis, the “Demystifying Incentives in the Consensus
Computer” paper from the National University of Singapore provides additional insights regarding
the limitations of incentive-compatibility in Ethereum

10 A third mitigation route is to parallelize at least the hashing portion of the work in Merkle tree
updates (theoretically not too difficult to do particularly if tree split/merge operations are
implemented), and a fourth is to look for processors with hardwareaccelerated Keccak
implementations (or switch to a hash function that does have hardware acceleration in the

processors that you intend to use)

11 There are also other forms of quasi-centralization; for example, most miners now pass blocks to
each other using the Bitcoin Relay Network instead of the P2P network used by regular nodes.
Increasing block sizes also increases incentives for these kinds of behaviors to emerge. 12 There
do exist various proposals to increase the de-facto Bitcoin block size, including the Bitcoin Classic
2MB hard fork, and the Segregated Witness proposal, which essentially (alongside some
transaction malleability fixes) includes an accounting change such that bytes from transaction
signatures are now only partially counted toward the block size, thereby increasing the de-facto
block size to 1.5-3 MB depending on the types of transactions that are sent. However, these only
increase the maximum throughput by a factor of two, several orders of magnitude below what is

required to achieve the throughput necessary for mainstream applications.

12 There do exist various proposals to increase the de-facto Bitcoin block size, including the
Bitcoin Classic 2MB hard fork, and the Segregated Witness proposal, which essentially (alongside
some transaction malleability fixes) includes an accounting change such that bytes from
transaction signatures are now only partially counted toward the block size, thereby increasing the
de-facto block size to 1.5-3 MB depending on the types of transactions that are sent. However,
these only increase the maximum throughput by a factor of two, several orders of magnitude

below what is required to achieve the throughput necessary for mainstream applications.

13 See Vlad Zamfir’s DEVCon 1 presentation and other writings for a more detailed description

of what publicblockchain “cryptoeconomics” entails.

14 The research on how this can actually be accomplished has been carried out by several
independent groups that have converged on roughly similar solutions; see Chain Fibers Redux and
Dominic Williams’ Dfinity project; the work by Maidsafe with its concept of “close groups” is
similar. No system has been implemented in practice yet, and so of course many technical

challenges in implementation remain.

15 In general, “the multisig-oracle model of smart contract execution” consists of a design where
N parties put their assets into a contract where a majority of a given set of M “notaries” have full
control over the assets; at that point, the M notaries execute the code, maintain any internal state
and move the funds as required. See Codius and CIYAM Automated Transactions for examples of

attempts to implement this in practice.

49 EEEEE——————



16 Note that the challenge of coming up with worst-case examples for contract executions that are
unparallelizable is exactly equivalent to the problem of creating sequential memory-hard hash
functions; perhaps somewhat ironically, the cache generation process in Ethereum’s mining
algorithm Ethash is one example

17 In general, cryptographers view the concept of “identity” as encompassing any solution to
problems of the form “prove that action A and action B were made by the same entity”.
“Anonymous” comes from the Greek “no name”; essentially, no actions can be correlated with
each other. “Pseudonymous” (“false name”) means that there is an identifier, but it is not
connected to the identifier that that entity uses in other contexts (eg. a legal name). Mining by
default is anonymous since blocks do not come with any information; the Puzzle Towers scheme
requires miners to specify an address, and in order to earn substantial profits miners need to mine
multiple blocks with the same address, hence the address is an identifier, albeit a “pseudonymous”

one.

18 This generally includes algorithms such as PBFT; a more detailed overview can be found on
the wikipedia page on Byzantine fault tolerance.

19 Proof of stake is a broad area of research; it’s also worth noting that there are generally two
categories of proof of stake: “first generation” proof of stake algorithms, which try to maximally
mimic proof of work, and “second generation” proof of stake algorithms which try to add more
rigorous  cryptoeconomic incentivization (and disincentivization) measures to either
first-generation-style algorithms, traditional Byzantine fault tolerant consensus algorithms, or
combinations or variations of the two categories. First-generation algorithms have stake grinding
and nothing-at-stake vulnerabilities; for this reason they are generally viewed with suspicion by
the academic community, even though newer iterations have removed stake grinding concerns an
argument can be made that stake grinding has not been an issue to first-generation PoS
blockchains in practice. Second-generation algorithms, including Tendermint and Ethereum’s
Casper, are robust against these concerns, but have not yet been tested “in the wild”.

20 okTurtles” DNSChain uses blockchains in part to achieve easy certificate revocation; see
okTurtles’ FAQ for a more detailed description. Also, a more specific certificate revocation system
using the bitcoin blockchain has been built by Christopher Allen. However, neither system has yet
seen substantial usage.

21 See the Lightning Network for an implementation on Bitcoin, and Raiden for an

implementation on Ethereum.

22 Another idea that can be philosophically viewed as being in some sense similar to state
channels is the notion of “fidelitybonded banking”, first conceived by Peter Todd in 2013.
Fidelity-bonded banking, as a general category, is a combination of two ideas. First, we have
known for a long time that it is possible to design financial services in such a way that every
operation carried out by the operator is cryptographically provable, allowing users to audit the
service and make sure that it is acting honestly; doing so was a key design goal of the
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OpenTransactions project, as well as Greg Maxwell’s proof-of-solvency scheme. Second, once
these proofs exist, we can create an Ethereum smart contract such that if a valid “proof of fraud” is
submitted, the contract takes money out of the bank’s deposit and sends the user the amount that
they are entitled to. Fidelity-bonded banking hence relies on similar notions to state channels, and
it may have applications in democratizing the provision of financial services by allowing service
providers to build services that are mathematically provably trust-free, thereby removing the need
for the providers to be trustworthy themselves.

23 See https://crypto.stanford.edu/seclab/sem-14-15/pustogarov.html and
http://www.forbes.com/sites/andygreenberg/2013/09/05/follow-the-bitcoins-how-we-got-busted-b
uying-drugs-on-silk-roads-black-market/#64dea53189a8 for examples of bitcoin account
de-anonymization using computer-science-theoretic techniques being employed in practice.
Sometimes, such techniques are not even required; see the fate of Carl Mark Force after
attempting to steal hundreds of thousands of dollars in bitcoin from Silk Road:

http://motherboard.vice.com/read/how-a-twotiming-dea-agent-got-busted-for-making-money-off-t

he-silk-road

24 Monero is an example of a public-blockchain cryptocurrency that provides such functionality
built in.

25 The question of how to actually put cryptographic digital identity schemes into people’s hands
is a complicated one, but governments are moving in that direction; perhaps the most successful
example so far is Estonia’s e-Residency program, which allows anyone in the world to obtain a
smart card that can be used to cryptographically sign documents in a way that can be verified

26 And of course, note that the math that ensures balances are non-negative in CT schemes can
also be flipped around and repurposed to enforce maximum balances; this technique could also be
used to enforce account balance or transfer limits while preserving privacy

27 If it is desired to restrict the kinds of actions that users can take, then one must think carefully
about the set of smart contracts that users are allowed to create and participate in; sending assets
into a smart contract that says “anyone who can provide a signature matching public key X can
withdraw the assets” is essentially an asset transfer to an arbitrary recipient. Another case worth
keeping in mind is that a smart contract that says “anyone who can provide a signature matching
public key X can withdraw the assets or change the value of X” - essentially, a tradeable contract
that holds some assets - could be used to circumvent non-transferability requirements.
Whitelisting the set of smart contract templates that users are allowed to enter into at least initially
seems like the safest choice.

28 As usual, this requires either a government authority or an acceptable substitute entity to be
willing to create cryptographically signed digital documents that can be interpreted by the
zero-knowledge proof scheme 29 An alternative to these schemes is Enigma, which uses secure
multiparty computation to achieve “private contracts” with an M-of-N trust model. Secure
multiparty computation makes serious efficiency sacrifices (eg. most protocols require a set of
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network messages to be exchanged for each multiplication, although if the “circuit” can be
processed in parallel then the effect of this in practice is mitigated), but the resulting trust model is
quite strong particularly in a private blockchain context. In a public blockchain context, there is no
way to prove that the consensus participants did not collude to leak information, hence honesty
cannot be incentivized, whereas in a private blockchain context if such collusion is discovered the
response of “just suing the bad actors” is always an option.
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